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How to use this guide?

This reference guide provides step-by-step instructions with screenshots to
show you how to register and sign-in to LCBO Gateway using the Microsoft
Authentication app.

Multi-Factor Authentication (MFA)

Multi-factor authentication increases your account security by requiring
multiple forms of verification to prove your identity when signing into your
LCBO Gateway account.

This helps keep your data and documents secure against breaches due to lost
or stolen credentials or devices.

Multi-factor authentication is an LCBO cyber security requirement.

This guide will help you:
o Setup MFArequired to securely log into LCBO Gateway

o Guide you through subsequent logins to LCBO Gateway
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New Invitation (Initial registration + login)

You will need access to your email and desktop / laptop / phone to perform
these steps

1. Whenyou are invited to access LCBO Gateway, you will receive an email
notification from noreplyLCBOgateway@lcbo.com.

1a. To accept the invitation, click the Accept invitation link in the
email.

Welcome to LCBO Gateway — Your New Supplier Portal

.f‘RI % ReplyAll | —» F d g |
LCBOgatewaynoreply <LCBOGatewayNoReply@Icbo.com= © | 2 eRy )Y o G |
Te
As part of LCBO's Future State Modernization initiative, we've launched a new supplier portal: LCBO Gateway.
Connecting to LCBO Gateway will provide you with:
« Seoure access to orders, invoices, and payments

+» Streamlined support request submission
+ Centralized bulletin board for real-time updates and alerts

To get started, you'll first need to set up Microsoft Multi-Factor Authentication (MFA) to ensure secure access. Accept the Invitation to setup MFA and access LCBO Gateway.

| Accept Invitation |

We recommend reviewing the Training Materials to guide you through the setup process

Need assistance?
» General guidance: Training Materials
+ Technical issues: Request Technical Support
« Accessthe portal: LCBO Gateway link
+ Cancel my registration, | don't need access: Cancel my registration

Do not reply as this is an unmonitored inbox. For more information, visit Doing Business With LCBO.

2. After openingthe link in a web browser, you will be presented with 1 of 2
screens:

a. An LCBO branded screen with a message to send a code to your
email address — go to Step 3.

b. A login window in the browser — go to Step 6.



3. Clickthe Send code button.

LCBO

@gmail.com

Sign in

We'll send a code to [ _ "@gmail.com to sign
you in.

Termsofuse  Privacy & cookies -~

4. You will receive an email containing a one-time passcode. This

passcode is valid for 30 minutes.

Your account verification code

€5 Repl
o via Microsoft) <account-security-noreply@accountprotection.microsof oY

Account verification code

€y Reply All » Forward

To access apps and resources, please use the code below for account verification. The code will only work for 30 minutes,

Account verification code:

23781198

If you didn't request a code, you can ignore this email.

Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052




Enter the code into the web browser field, and click Sign in. Go to Step
7.

LCBO

¢ @gmail.com
Enter code
We just sent a code to @gmail.com

Termsofuse  Privacy & cookies -+

You will be prompted to login using the same password (or other
method) you use for your email account. Login.

BY Microsoft

Enter your password

Forgot your password?

Other ways to sign in

Sign in with a different Microsoft account




7. APermissionsrequest page will open in the browser. Select Accept.

8. You will be prompted to setup multi-factor authentication (MFA). Select

Next.

@gmail.com

Permissions requested by:
(1}' LCBO
=/ Icbo.onmicrosoft.com
By accepting, you allow this organization to:
Receive your profile data
+ Collect and log your activity

Use your profile data and activity data

You should only accept if you trust LCBO. LCBO has not provided
links to their terms for you to review. You can update these
permissions at hitps//myaccount.microsoft.com/organizations,

Learn more

This resource is not shared by Microsoft.

.LCBO

Let's keep your account secure
We'll help you set up another way to verify it's you.
Use a different account

Learn more about verifying your identity

Forgot your password? Click here to reset it. You cannot reset
your password until you have registered for self-service.

Register for self-service to avoid future password problems.

For more information please contact the HelpDesk Team,

Home  Privacy




9. Youwill be prompted to download the Microsoft Authenticator app on

your smartphone. Go to your AppStore or Google Play to download the
Microsoft Authenticator app.

After you’ve installed the app on your phone, return to the web browser
page and click Next.

L.CBO ?

Keep your account secure

Microsoft Authenticator

6 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device. choose "Next”

| want to use a different authenticator app




10. Inthe Authenticator app, you will need to add your email account.

Additional instructions can be found here.

-
= Authenticator < Add account
.. Perscnal accoun t
B cononataces
=. Work or school account
Other (Google, Facebook, élc.}
/
/
/
/
/
!
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n £
11. Select the plus icon (+) 12. On the Add account
in the upper-right corner on page, click on the type of
the top menu bar. account you are adding.


https://support.microsoft.com/en-us/account-billing/how-to-add-your-accounts-to-microsoft-authenticator-92544b53-7706-4581-a142-30344a2a2a57

13. Scan the QR code shown on the web browser, and then select Next.

L.CBO ?

Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator app with
your account.

After you scan the QR code, choose "Next”,

Can't scan image?

14. The web browser will display a number on the screen.

LCBO ?

Keep your account secure

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.

72

Back




15. On your phone a prompt should appear in your app. Enter the number
here and select Yes.

= Authenticator

e Lggln i, o e

@ Are you trying to sign in?

m Enter the number shown to sign in.

[Enter number

m g R ol -

M) s,

1 2 3
ABC DEF

4 5 6

7 8

PORS Tuv WXYZ

0 &

16.0n the web browser, select Next.

LCBO ?

I(eep your account secure

Microsoft Authenticator

Notification approved

v/




17. Select Done to finish the MFA registration.

LCBO ?

Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

=
Microsoft Authenticator

18. You will be prompted to accept LCBO’s terms of use. To continue, select
Accept to confirm that you have read and understood the terms of use.

LCBO

~J

LCBO terms of use

In order to access LCBO resource(s), you must read the terms of use.
[ LcBo Gateway Terms and Conditions A

Please click Accept to confirm that you have read and understood the terms of use.



19.You will now be logged in to LCBO Gateway.

LCBO cxewns  Home

My Home
My Apps
QOrders Invoices Payments Support Request
G ( 3 €3
Updates & Alerts
m O Today

& Total

20.Bookmark this page.

10



Subsequent logins

You will need access to your mobile device and your desktop / laptop to
perform these steps

1. Openyour bookmarked page or go to the link available on Doing
Business with LCBO.

2. You will be prompted to enter your email address and select Next.

LCBO

Sign in

Welcome to the LCBO.

Q; Sign-in options

3. You will be presented with 1 of 2 options:

a. An LCBO branded screen with a message to enter a code sent to your
email address — go to Step 4.

b. Alogin window in the browser - go to Step 6.

11



4. You will receive an email containing a one-time passcode. This
passcode is valid for 30 minutes.

5. Enter the code into the web browser field, and click Sign in. Go to Step
7.

Your account verification code
o via Microsoft) <account-security-noreply@accountprotection.microsof Reply Al
Account verification code

apps and resources, please use the code below for account verification. The code will only werk for 30 minutes.

Account verification code:

23781198
If you didn’t request a code, you can ignore this email

Privacy Statement

Microsoft Corporation, One Microsoft Way, Redmond, WA 88052

LCBO

€ @gmail.com

Enter code

We just sent a code to

@gmail.com

12



6. You will be prompted to login using the same password (or other
method) you use for your email account. Login.

B2 Microsoft

Enter your password

Forgot your password?

Other ways to sign in

Sign in with a different Microsoft account

7. You will be prompted for Multi-Factor Authentication using the Microsoft
Authenticator app on your mobile phone. A number is displayed on the

web browser.

LCBO

@gmail.com

Approve sign in request

ﬂ Open your Authenticator app and approve the
request. Enter the number if prompted

94

Didn't receive a sign-in request? Swipe down to

refresh the content in your app.

rosoft Authenticator app right now

Welcome to the LCBO.

13



8. Onyour phone a push notification should appear from the Microsoft
Authenticator app.

If no prompt appeared, open the Microsoft Authenticator app.
In the Authenticator window, enter the number from the web browser
and select Yes.

- -'rf'll_g » m—

Are you trying to sign in?

|l':\.-' number

No, it's not me

m Enter the number shown to sign in.

! e &
% 2 s
e = ik

0 @

9. You will now be logged-in to LCBO Gateway.
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Resources and Support

Frequently asked questions — Multi-Factor Authentication (MFA)

What is Multi-Factor Authentication (MFA)?
Multi-Factor Authentication (MFA) is a security measure that requires more
than one method of verification to confirm your identity.

Is MFA required to access LCBO Gateway?
Yes. Multi-Factor Authentication (MFA) is required to access LCBO Gateway.

Do | have to use the Microsoft Authenticator app?
No. Microsoft Authenticator is recommended; however, other supported
authentication apps may also be used.

Why is MFA being used for LCBO Gateway?
MFA helps protect vendor and LCBO information by reducing the risk of
unauthorized access.

Can | authenticate via text or phone instead of an app on my phone?
No. An authentication app is required, as they provide a higher level of
security than text messages or phone calls.

What should | do if | change my phone or get a new device?
You will need to reconfigure your MFA method on your new device. If you are
unable to sign in, contact lcbogateway@lcbo.com for support.

Will | need to complete MFA every time | log in?
Yes. MFA is required for each sign in to LCBO Gateway.

15



Can | add another phone to my MFA account?
For security reasons, this is not recommended by the LCBO.

Who can help me with setting up MFA?
For assistance, please email lcbogateway@lcbo.com.
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